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What Are Digital Behavioral Data?
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What Are Digital Behavioral Data?

"Records of activity (trace data) undertaken through an online

information system (thus, digital)”
(Howison et al. 2011:769)

"Behavioral residue [individuals leave] when they interact online”
(Hinds & Joinson 2018:2)
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Benefits of Digital Behavioral Data

« Allow measurement of behavior (in-the-moment) at high frequency
— Evaluation of moment-to-moment changes
— Without increasing burden on participants
— Scalable

« Measurement is nonreactive, i.e., without direct solicitation of
subject studied
— Digital behavioral data should be unaffected by measurement itself
— Reduced measurement error when measuring...

sSma rtphone USE (Kobayashi & Boase 2012; Boase & Ling 2013; Andrews, et al. 2015; De Reuver & Bouwman 2015; Revilla
et al. 2017; Jones-Jang et al. 2020)

online media consumption (araujo et al. 2017; Haenschen 2020; Revilla et al. 2017; Scharkow 2016)

mObIIIty (Stopher et al. 2007; Scherpenzeel 2017)
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How to Collect Individual-Level Digital
Traces
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How to Collect Individual-Level Digital Traces

e Use APIs

SCIENCE / TWITTER / TECH
Meta

Twitter just closed the book on academic
An Update on Qur Plans to research / Twitter was once an indispensable e i
P resource for academic research. That’s changed Reddit pricing: API charge explained

R e S t ri C t D a t a A C C e S S O n under Elon MUSk. Providing a free APl was becoming costly for
Reddit. Enterprise-scale developers now have to
Facebook

cer
By Justine C Ima, a science reporter covering the environment, climate, and energy with a decade pay for access to Reddit's data.
f experience. She } the h st of the Hell or Hi gh W ter podcast.
April 4,2018 May 31, 2023, 3119 PM GMT+2 | [0 23 Comments / 23 New By Ben Lutkevich, Technical Features Write

redan

.
Chesnot / Getty Images https://www.theatlantic.com/technology/archive/2023/02/elon-musk-twitter-ethics-algorithm-biases/673110/ Shutterstock
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How to Collect Individual-Level Digital Traces

Use APIs

e Collaborate with industry

Like-minded sources on Facebook are prevalent but

not polarizing

Brendan Hyhan ™, Jaime Seftle, Emiy Thorson, Ma
Huns aicost, Tavior Brown, Adrang Crespo-Tenarie,
Sandia Gonziler-Baikhn, Andrew M, Guess, Edward
Malhobr, Darrn Meshien Jonnifer Pan, Daniel Rebar
Arjun Wikins, ... Jo

A, TUCKE -+ Show sutherd

Harng (2023

Cite this eviche

Meirigs

Abstract

Many critics raise comcerns abouwt the prevaken
potential role in increasing political polarizatio
challenges of conducting linge-scale field expe
scope of the problem!=, Here we present data i
adult Facebook users in the LISA showing that ©
the majority of what people see on the platform)
represent only a small fraction of these exposy
concerns about the effects of echo chambers, W
Facebook amang 23.377 users for whom we red|
sources during the 2020 US presidential electid
imervention increased their exposure 1o conted
expasure o uncivil language, but had no meas)
attitudinal measures such as affective palarizat
evaluations and beliel in false claims. These pre
expasure ocontent from like-minded sources

prevalence during the 2020 US presidential eley

How do social media feed algorithm

and behavior in an election campaig

SOENCE

"

Abstract

We investigated the|
the 2020 US alectio
logically-ordered fied
rithmic feeds substa
their activity. The cl
amount of political {
forms, the amount
saw decreased on Faf
sources with idealog
Despite these substs
logical feed did not
ization, political kn
period.

polarization inbeliefs or attitudes,

Reshares on social
not detectably affec

SCTENCE
LR
SOUNCE

Abstract i
We studied the ef] Abstract
2020 US election S
that did not conts Does Facebod
reshared content analyzed expo
content from unt 208 million U

POLICY FORUM

(=) POLICY FORUM

Independence by permission

Industry—academy collaboration explores the 2020 US election

MICHAEL W. WAGNER Authors Info & Affiliations

SCIENCE - 27 Jul 2023 - Vol 381, Issue 6656 - pp.388-391 - DOIL: 10.1126/science.adi2430

clicks and reactiol
moving reshared
sample, although
users. Contrary t
cal polarization o

that users could have seen in their feeds with the information that they saw (after
algorithmic curation) and the information with which they engaged. We show that @
(i) ideological segregation is high and increases as we shift from potential expo-
sure to actual exposure to engagement; (i) there is an asymmetry between conser-
vative and liberal audiences, with a substantial corner of the news ecosystem con-
sumed exclusively by conservatives; and (iii) most misinformation, as identified by -
Meta's Third-Party Fact-Checking Program, exists within this homogeneously con- X
servative corner, which has no equivalent on the liberal side. Sources favored by

conservative audiences were more prevalent on Facebook’s news ecosystem than

those favored by liberals,

(=]

L. ]
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How to Collect Individual-Level Digital Traces

 Use APIs
« Collaborate with industry

 Have users install meters and apps that continuously...

— ...track information on web browsing
— ...logs usage behavior, (native) mobile browsing, and sensor readings

« Allows tracking of individual behavior over longer periods of time

 Various commercial and non-commercial tools available

— e.g., Wakoopa, Movisense, Mumuras, Ethica, Aware, Beiwe, ResearchStack,
ResearchKit, ...

« Some (market) research organizations maintain "metered panels”
— e.dg., Netquest, Gapfish, YouGov, GESIS Panel.dbd, ...

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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https://www.wakoopa.com/
https://www.movisens.com/en/solutions/mobile-sensing/
https://murmuras.com/de
https://ethicadata.com/
https://awareframework.com/
https://www.beiwe.org/
http://researchstack.org/
http://researchkit.org/
https://www.netquest.com/en/services/observed-data/digital-behavior
https://gapfish.com/behavioral-data/
https://business.yougov.com/product/safe
https://www.gesis.org/en/services/planning-studies-and-collecting-data/tools-for-the-collection-of-digital-behavioral-data/gesis-panel-dbd

Browsing and App

Use Data

ID URL
tipico.de/de/online-sportwetten
rib-software.com/de/loesungen/architektur-und-bauplanung/arriba-ava.html
wetteronline.de/wettertrend/cala-d-or

facebook.com/messages/t

facebook.com/messages/t/Peter. Mustermann

severin-produkttest.de

severin-produkttest.de/bewerbung

T T e e e

sparda-b.de

rp-online.de/nrw/staedte/du |dorf/airport-du |dorf-flughafen-nicht-verantwortlich-fuer-das-was-dort-passiert-
aid-1.7075717

autoscout24.de/ergebnisse?mmvmk0=29&mmvmd0=15537&mmvco=1&body=5&pricefrom=0&priceto=8000&cy=D&zi
2 pr=50&fuel=B&powertype=kw&offer=U&offer=)&offer=0&offer=D&lat=49.15148&lon=9.173458&zip=Heilbronn&atype
=C&ustate=N%2CU&sort=standard&desc=0&page=18&size=20

2 trauer.weser-kurier.de

2

2 amazon.de/Kee-Hearts/dp/B072Z8DMRY/ref=sr_1_1?ie=UTF8&qid=15052112778&sr=8-1&keywords=kee+of+hearts

satlgold.de/tv/zwei-bei-kallwass/video/117-brunos-geheimnis-ganze-folge
bibeltv.de/livestreams

arbeitsagentur.de/meine-eservices

woN NN

facebook.com
3 bild.de/news/ausland/hurrikan-irma/irma-live-ticker-karibik-puerto-rico-domrep-haiti-florida-usa-53130320.bild.html|

3 spiegel.de
https://www.spiegel.de/politik/deutschland/wolfgang-schaeuble-ueber-grosse-koalitionen-kann-auf-dauer-nur-

2 schiefgehen-a-1299654.html

See Clemm von Hohenberg et al. (2024) on how to analyse web browsing data

used_at active_seconds

2017-09-12 10:45:15
2017-09-12 10:45:19
2017-09-12 10:45:23
2017-09-12 10:45:36
2017-09-12 10:45:44
2017-09-12 10:45:55
2017-09-12 10:46:05
2017-09-12 10:46:37

2017-09-12 11:19:48

2017-09-12 12:01:10

2017-09-12 12:06:45
2017-09-12 12:14:44

2017-09-12 12:15:10
2017-09-12 12:28:40
2017-09-12 12:36:46
2017-09-12 12:55:35

2017-09-12 12:55:41

2017-09-27 09:56:46

2017-09-27 09:57:00

83
40
182
2
74
8
46
6

9

28

10

49

11

14

195

app_n

To-Do Calendar Planner
WhatsApp Messenger
Kleiderkreisel

Camera

eBay Kleinanzeigen for Germany
dm glA%ckskind

GMX Mail

WhatsApp Messenger
WhatsApp Messenger
WhatsApp Messenger
WhatsApp Messenger
WhatsApp Messenger
WhatsApp Messenger
WhatsApp Messenger
GMX Mail

GMX Mail

GMX Mail

Period tracker

Pedometer
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used_at
2017-09-12 10:45:15
2017-09-12 10:45:19
2017-09-12 10:45:23
2017-09-12 10:45:36
2017-09-12 10:45:44
2017-09-12 10:45:55
2017-09-12 10:46:05
2017-09-12 10:46:37
2017-09-12 11:19:48
2017-09-12 12:01:10
2017-09-12 12:06:45
2017-09-12 12:14:44
2017-09-12 12:15:10
2017-09-12 12:28:40
2017-09-12 12:36:46
2017-09-12 12:55:35
2017-09-12 12:55:41
2017-09-27 09:56:46

2017-09-27 09:57:00

active_seconds
83

40

182

2

74

8

46

28

10
49
11
11
243
24
14

195

app_cat

Email, Messaging & Telephone
Email, Messaging & Telephone
Lifestyle, food & nightlife
Audio, video & entertainment
Lifestyle, food & nightlife
Lifestyle, food & nightlife
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Email, Messaging & Telephone
Health & fitness

Health & fitness
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Challenges When Using Meters and Apps

 Coverage & nonparticipation
— Who uses the technology and is willing to share their data?

Installation and participation by age group

Share of invited population

LA
O._

15-19 20-24

25-29 30-34 35-39 40-44 45-49 50-54 55-59
Age groups

App installed
App installed for 180 days and at least one function activated at some point

App installed for 180 days and all five functions activated at some point

Keusch et al. (2022)

60-64

Reasons not to participate

Privacy, data security concerns 44%

No incentive, incentive too low 17%
Not enough information provided 12%
Do not download any apps 8%
Not interested 6%
Not enough time/Study too long 5%
Don’t use smartphone enough 5%
Not enough storage 1%
Other reasons 6%
n=1,154

Keusch et al. (2019)
12
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Challenges When Using Meters and Apps

 Coverage & nonparticipation

« Ethics, privacy, & data security
— Passively collected data might be considered very sensitive
— Users might not (fully) understand what data are collected and how they are
being used

— To comply with GDPR...
« ...multiple consent steps required (trade-off between informed consent and burden)

 ...data needs to be stored in Germany/EU

» “Whitelisting” of URLs, pre-processing data on device before transfer to
server, option to temporarily turn-off tracking, privacy nudging,...

13
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Challenges When Using Meters and Apps

 Coverage & nonparticipation
« Ethics, privacy, & data security

« Missing data

See also Bosch et al. (2024)

DEVICE TRACKING

Tracked:

Devices tracked in
this study included
computers, tablets
and mobile phones
used by panelists that
they downloaded
tracking software onto

Not tracked:

Any additional devices
used by panelists without
the tracking software.
Many panelists said they
had one or more other
digital devices not tracked

LIBRARY

No

WORK LAPTOP PERSONAL COMPUTER PERSONAL TABLET
Not tracked Tracked Not tracked
The panelist did not
J download the tracking

software to this device

| 8 N

E D ._FLP (J JAL
PHONE

rABLET Tracked

tracked

Source: https://www.pewresearch.org/journalism/2020/12/08/measuring-news-consumption-in-a-digital-era/
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Challenges When Using Meters and Apps

« Coverage & nonparticipation Class
» Ethics, privacy, & data security — : : :
. . 0.38 0.33 0.29
¢ MISSIng data FB use survey
Once a month or less 0.00 0.00 0.30
Several times a month 0.01 0.02 0.31

« Comparison of traced FB use to

Several times a week 0.10 0.13 0.37
self- report (Pankowska et al. under review) ,
Daily 0.46 0.35 0.02
_ Frequent (CZ) and infrequent Several times a day 0.44 0.50 0.00
USGFS (C3) relatlvely eq Ual FB use tracking app
— One CIaSS (Cl) Wlth Iarge Once a month or less 0.52 0.01 0.61
|nC0nS|StenC|eS, espeCIa”y If Several times a month 0.13 0.02 0.14
Smartphone data mISSIng Several times a week 0.23 0.17 0.20
Daily 0.10 0.00 0.05
Several times a day 0.01 0.80 0.01
See also Bosch et al. (2024) 15
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Challenges When Using Meters and Apps

 Coverage & nonparticipation
« Ethics, privacy, & data security
« Missing data
« Reactivity

0.34

o
N
1

Predicted probability

o
—

Keusch et al. (2023)

Relative days

Type

=@= Adult content

=@= Online banking

=@= Betting & online casinos
=@= Online dating

== lllegal streaming

Significant

dHE

MRS 624593530

‘LL'.I A‘ - :
4"/"-7 : 'n‘.

: ,'l' I ‘k'v'.." Y R
lﬁ i <\

Source:

https://twitter.com/mbrennanchina/status/1128201958962032641

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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How to Collect Individual-Level Digital Traces

 Use APIs
« Collaborate with industry
« Have users install meters and apps

« Ask users to "donate” data
— User-centered approach for retrospective digital behavioral data collection

Florian Keusch, MCDS Data Science in Action Lecture Series 2024



The Idea of Data Donation
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Data Donation

- Takes advantage of legislation such as General Data Protection
Regulations (GDPR), California Consumer Privacy Act (CCPA), and
Lei Geral de Protecao de Dados (LGPD) in Brazil
— GDPR Art. 15: Right of access by the data subject
— GDPR Art. 20: Right to data portability

 Now often implemented in online surveys (see Haim et al. 2023)
— Respondents asked for willingness to donate data at end of survey
— Respondent requests data download package (DDP) from data controller

— Respondent donates DDP to researcher
« Via direct sharing (e.qg., ftp server, email)
* Privacy-preserving data donation platforms



Data Donation

https://datadonation.eu/

=

Data donation

How does it work?

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Users Request DDP — Meta

v ) Accounts Center X  + = O X

<« - C 25 accountscenter.facebook.com/info_and_permissions/dyi w 2 3} e

Download your information

Your information includes things you've shared, your activity and
things we collect.

First, choose the information you want. Then, when your files are ready,
we can transfer them to another service or you can download them to
your device.

Download or transfer information

Current Activity Scheduled

Your download or transfer won’t include information that someone else shared,
like another person’s photos that you're tagged in. Learn more

https://accountscenter.facebook.com/info _and permissions/dyi

Florian Keusch, MCDS Data Science in Action Lecture Series 2024



https://accountscenter.facebook.com/info_and_permissions/dyi

Users Request DDP - LinkedIn

v M Daten exportieren X -+

in
@

Einstellungen

Kontoeinstellungen

a Einloggen und
Sicherheit

® Sichtbarkeit
@ Datenschutz

E Anzeigendaten

« =2 C 25 linkedin.com/mypreferences/d/download-my-data w

& Zurlick

Daten exportieren

Ihre Linkedin Daten gehsren ausschlieBlich Thnen. Sie kénnen Ihr Datenarchiv jederzeit herunterladen oder
die von lhnen hochgeladenen Medieninhalte anzeigen.

O Laden Sie ein gro

Adressbuchko
Aktivitsten tber Sie ableiten. Mehr erfahren

eres Datenarchiv herunter, das LinkedIn Kontakte, Bestatigungen

Auf der Suche nach etw
méchten.

D Artikel D Kontakte D Adressbuch-Kontakte
D Nachrichten D Einladungen D Profil
E] Empfehlungen D Registrierung

as Bestimmtem? Wahlen Sie aus, welche Datendateien Sie herunterladen

Alternativ kénnen Sie lhre Daten auch mit unseren APIs fur die Portabilitét von Mitgliedsinformationen
exportieren. Mehr erfahren

] H : Nicht das, wonach Sie gesucht haben? Besuchen Sie unseren Hilfebereich.
= LinkedIn Services ° g “ :
£ Mitteilungen
Hilfebereich Community-Richtlinien  Datenschutzrichtlinie Barrierefreiheit ~ Transparenz bei Empfehlungen
Impressum Nutzervereinbarung Lizenzvereinbarung fiir Endbenutzer:innen
Linked [

den Kontoverlauf und Informationen enthélt, die wir anhand Ihres Profils und Ihrer

https://www.linkedin.com/mypreferences/d/categories/privacy

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Users Request DDP - Google

https://takeout.google.com/

v G Google Takeout x +

< ] 25 takeout.google.com

Google Account
< Google Takeout

Your account, your data.
Export a copy of content in your Google Account to back it up
or use it with a service outside of Google.

CREATE A NEW EXPORT

1 Select data to include 69 of 71 selected

Products Deselect all

#~_ Access Log Activity
v Collection of account activity logs D

@ Due to the size of content found in the Access Log Activity product, exports
may take longer to process.

Alerts
“ User Google Alerts subscriptions

¥ 090

® = @

Florian Keusch, MCDS Data Science in Action Lecture Series 2024



https://takeout.google.com/

Users Request DDP - WhatsApp

09:41 ull ¥ @ 09:42

4 Contact info Edit < ok

a? . @ Contact details

22 groups in common

+  Create group with BM

#a W

-
,“” T

& [y Q i N o
Audio Video Search g&. K e
. .
I-iey there! I am using WhatsApp. See all
15. Dec 2021
4] Media, links and docs Share contact
9% Starred messages 1 Add to Favorites
Export chat
L1 Notifications
Clear chat
& Wallpaper
] Save to Photos Default Block BM
Report BM
Cl_i- Disappearing messages Off
Lock chat
Lock and hide this chat on this device.

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Users Request DDP - Apple Health

09:55 wl 5 @)

Summary K

Favourites Edit

O Flights Climbed

£

@ Heart Rate 09:50

@ Resting Heart Rate 09:18

i;‘*;

T
® Stand Hours 08:01

Summary

Done

Health Details

Medical ID

Features

Health Checklist

Notifications

Privacy
Apps and Services
Research Studies

Devices

Your data is encrypted on your device and can only
be shared with your permission.
Learn more about Health & Privacy..

Export All Health Data

Health Data Not Synced
You can turn on syncing your Health and Fitness

data in iCland cattinas Nnan QattinAas

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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What Data Are Available?

- In theory, everthing data controller collects about user needs to be
provided back to them and can be donated

« Data available depends on type of data controller (i.e., social media
platform, health app, etc.)

« For typical social media platforms (e.g., Facebook, Instagram,
Youtube), data includes...
— ...digital user profiles (e.g., sociodemographics, privacy settings)

— ...digital activity (e.qg., friends, likes, searches, privat messages, passive
usage)

— ...digital targeting (e.g., ads, algorithmically inferred interrests)
— ...analoge activities (e.qg., attandance at events, life events)



Job-related Data in DDPs

Hase et al. (2023)

DDP Request

Data in DDPs

Google/
Facebook Instagram TikTok YouTube Linkedin XING
, HTMLor HTMLor  TXTor  depends

File format of DDP JSON JSON JSON  on service csv HTML
Time until participants can | S
download DDP < 24h < 24h < 96h < 48h <48h <72h
DPP arrives as single file v v v Ves ok X
Exemplary variables: Ties and social interactions

Friends & followers v v v v

Published posts & ||kes v v (v') v
‘Exemplary Vanables -plrelselnraﬁon“ | o |
C\/-Ilke |nformat|on x x x x v v
"General prof|le |nformat|on . ./././ / / ./
Exemplary vanables Job refated activities

“Search h|story /// / y y
(Submltted) apphcatlons x X x X v v
“Exem plary vanables Job re.’at;d mf’crc;lf;'get.-'ng“mmm“ S
Targeted ads/algorithmically s / / y / /
inferred |nterests

Consumed advertlsement v v (V') v v v

1 0 2 . 3.
*" only split if large, ** basic and advanced, ** internal and external

Source: own research
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Local Data Processing

« User receives DDP(s) (e.g., .csv, .json, .html) from data controller
and temporarily stores them on their device

« Using data donation platform, DDPs can be locally processed
— Script reads in DDP and selects relevant files to process

— Data of interest extracted and potentially processed further (e.g., aggregating
step count to day-level, whitelisting, striping any PII)

— Interactive script elements might be used for respondent to engage with data
(e.g., annotation, provide information about chat partner)

— Processed data presented back to respondent as table or graph for review and
respondent might delete certain data points

» Only final pre-processed and reviewed data set transmitted

Carriére et al. (2024)



Local Data Processing

Data Donation Task/Port & Next =™

%‘;”% Demo study

£ A§ Utrecht University Go O g Ie
Tasks
Request G
Download G J
Donate G Donate

Questionnaire You will be guided through a series of steps to extract data from your

Google package that you can choose to donate. Click i’ (right bottom) for

more info. It may take a while for the application to start, thank you for your

About

patience.
Privacy
m Consent
Need help?

Privacy | Term Eyra

Informed consent Data Download Packages (DDPs) Local processing Inspect and donate Data analysis

|| e @

o 1Y L'i

—

Boeschoten et al. (2023)
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https://github.com/d3i-infra/data-donation-task
https://www.eyra.co/next-software-services

Local Data Processing — Apple Health

<!-- HealthKit Export Version: 8 -->
vel--

Note: Any Records that appear as children of a correlation also appear as top-level records in this document.

-->
v<!

Note: Heart Rate Variability records captured by Apple Watch may include an associated list of instantaneous beats-per-minute readings.

¥<HealthData locale="
<ExportDate valu

n_AT">
2019-06-18 10:27:20 +0200"/>

<Me HKCharacteristicTypeldentifierDateOfBirth="" HKCharacteristicTypeIdentifierBiologicalSex="HKBiologicalSexNotSet"
HKCharacteristicTypeldentifierBloodType="HKBloodTypeNotSet" HKCharacteristicTypeIdentifierfFitzpatrickSkinType="HKFitzpatrickSkinTypeNotSet"/>

<Record type="HKQuantityTypeIdentifierStepCount” scurceName="Florian's iPhone
model:iPhone, hardware:iPhonel®,6, software:11.4>" unit="count” creationDate=
+0200" value="88"/>

<Record type="HKQuantityTypeIdentifierStepCount" scurceName="Florian's iPhone
model:iPhone, hardware:iPhonel@,6, software:11.4>" unit="count” creationDate=
+0200" value="282"/>

<Record type="HKQuantityTypeIdentifierStepCount" scurceName="Florian's iPhone
model:iPhone, hardware:iPhonel®,6, software:11.4>" unit="count" creationDate=
+0200" value="87"/>

<Record type="HKQuantityTypeIdentifierStepCount” scurceName="Florian's iPhone
model :iPhone, hardware:iPhonel®,6, software:11.4>" unit="count" creationDate=
+0208" value="53"/>

<Record type="HKQuantityTypeIdentifierStepCount" sourceName="Florian's iPhone
model:iPhone, hardware:iPhonel®,6, software:11.4>" unit="count" creationDate=
+0200" value="52"/>

<Record type="HKQuantityTypeIdentifierStepCount" sourceName="Florian's iPhone
model:iPhone, hardware:iPhonel®,6, software:11.4>" unit="count" creationDate=
+0200" value="202"/>

<Record type="HKQuantityTypeIdentifierStepCount” scurceName="Florian's iPhone
model:iPhone, hardware:iPhonel®,6, software:11.4>" unit="count” creationDate=
+8208" value="137"/>

<Record type="HKQuantityTypeIldentifierStepCount” scurceName="Florian's iPhone
nodel:iPhone, hardware:iPhonel@,6, software:11.4>" unit="count" creationDate=
+0200" value="8"

Aantal stappen

(2)" sourceVersicn="11.4" device="<<HKDevice: @x280f8el170>, name
"2018-87-05 19:05:02 +0200" startDate="2018-07-85 18:26:11 +0200" < 2 3 4
(2)" sourceVersion="11.4" device="<<HKDevice: 8x280f8dd6®>, name
"2018-87-05 19:05:02 +0208" startDate="2018-07-85 18:36:10 +0208"

(2)" sourceVersion="11.4" device="<<HKDevice: ©x280f8d450>, name
"2018-07-05 19:05:02 +0200" startDate="2018-07-05 18:42:08 +0200"
Datum

(2)" sourceVersicn="11.4" device="<<HKDevice: ©x28@f8c280>, name
"2018-87-05 19:29:31 +8200" startDate="2018-87-85 18:58:47 +0200"

(2)" sourceVersion="11.4" device="<<HKDevice: @x280f8c230>, name
"2018-07-05 19:29:31 +0208" startDate="2018-87-85 19:07:18 +8208" 2017-01-01

(2)" sourceVersion="11.4" device="<<HKDevice: 8x280fB8c8c®>, name
"2018-07-05 19:29:31 +8208" startDate="2018-07-85 19:15:14 +0200"

(2)" sourceVersion="11.4" device="<<HKDevice: ©x288fBcb48>, name
"2018-07-05 20:04:37 +0208" startDate="2018-07-05 19:31:27 +0200" 20070102

(2)" sourceVersion="11.4" device="<<HKDevice: @x280f8cdc®>, name
"2018-07-085 20:04:37 +820@" startDate="2018-07-85 19:41:27 +0200"

Keusch & Struminskaya (2024)
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Local Data Processing

ChatDashboard & WhatsR

ChatDashboard Webapp

y @

)

WhatsApp Export as raw, Upload to
chatlog on unencrypted password
Smartphone txt file protected
ChatDashboard
webapp

Kohne & Montag (2024)

Chatlog file is
processed by
WhatsR package
running on the
Server

IXXXX'

Users review their
own data in
parsed format and
interactively
select rows and
columns for
donation

V4
= ©
Users consent Interactive dash-
to data board for exploring
donation own chat. All data

and plots are
deleted with closing
the website

Florian Keusch, MCDS Data Science in Action Lecture Series 2024

Saving the
anonymous,
encrypted
data to server

Automatic
checks and
removal of PII
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https://github.com/gesiscss/ChatDashboard/blob/master/README.md
https://github.com/gesiscss/WhatsR/blob/master/README.md

Data Donation

Advantages

+ Allows access to longitudinal
digital behavioral data that
cannot be collected otherwise

+ Works for large range of
platforms

« WhatsApp, Facebook, Instagram,
Google, LinkedIn, YouTube, Netflix,
Apple Health, Fitbit,...

+ Fully GDPR-compliant

 User retains full control over what
data are donated

Challenges

- Data donation process can be
rather cumbersome for users
(consent, data download, data
storage, data upload)

- (Basic) technical skills needed
to participate



Data Donation Case Studies

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Example Studies

« Instagram activities among 8th and 9th graders (van priel et al. 2022)

1 iciel 20200611 ) 219bd236d078b0b 18989 162e0bTasks 500 OOO
) 3316018178970 45202849654 s 4
5] 04136900304ck510006432643327102 20,

direct 5] 4669343d715930050834bce20416872
450,000

) 5690b32b83462992191 7bdc1 TeS6dy

photos
profile

- o
= autofill

400,000

= devices
= events
= fundraisers
= quides

= information_sbout_you

350,000

= likes

= meds | ) { v e [ ==
= messages stories":

[{
= saved

S 300,000

seen_content

= settings
= shopping

250,000

1. Bdriel 20220502 =

HTML

@ posts_1
@ profile_photos

(Cstoies | mmmp

JSON

= posts_1

200,000

150,000 126,457

% = profile_photos
guides by
information_about_you

Bkes
fogin_and_account creation

=3 201906 | mmmmp ~ Other

201907 posts

202205 =1
& Gs6ous24 16965227
6] 65819737_32849905469:
6 66045923 389201755274

se— e i Posting Updating DM'ing Content seen Commenting Liking

) 66234854 ;

) ’ ) stories

96,561

olty accounts

50,000

624 6,381 12,800
0 — =
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Example Studies

° PhYSical aCtiVity of older adults (Keusch & Struminskaya in preparation)

-—[ D *@
% . :;'_"_'.'.33'-".,9 . Health

(o)

Ve

A g
2,000 Dutch

adults 50+ . %ﬁ‘:x
__J

Data Donation Physical Activity
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Example Studies

« Effect of Instagram abstinence on body image (szafran et al. in preparation)

Contro g
S — %
o-
o Treatment
[

Wave 1

NI

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Example Studies

v A2 Behind the Screens - Exploring X +

<« = C 2 datadonation.eu/completed-projects/2024-netflix 4 Q 9 &, G

datadonation.eu Data donation D3l Software Prepare a study Completed projects Community

2 egong ez naanonsions—— Behind the Screens - Exploring Netflix via Data Donations

2024 Exploring the Use of Google Assistant
in Families via Data Donations

2024 Harnessing digital data to study 21st-

QMOVIES

century adolescence

i “

ol
2024 An investigation of Facebook groups ™
dedicated to rare diseases r

2024 Social Media Use of Individuals in the vecteezycom

Context of Organizational Posts

Principal investigators: Dennis Nguyen and Karin van Es, Utrecht University

2023 Assessing WhatsApp Networks with
Donated Data

Summary: Netflix is often hailed as a disruptor of the traditional media industry, primarily due to its

extensive data collection and analysis capabilities, as well as the effectiveness of its recommendation
2023 Mapping the digital food environment

. system. As a subscription-based service, Netflix has historically been reficent to share viewing data
using YouTube data

with external parties. However, under increasing public pressure and with the introduction of an ad-
supported tier, Netflix has begun to show greater transparency. Nonetheless, as Lotz (2023) observes,
“Netflix is only sharing information it wants to share.” This selective data sharing results in a reliance
on Netflix's own narratives about aspects like binge-watching, content popularity and diversity, and
the intricacies of their recommendation algorithms. Such narratives contribute to perpetuating myths,
limiting our understanding of streaming platforms and obscuring their true disruptive impact (van Es
2023).

References

o Lotz, A. D.(2023). “Netflix Data Dump: Cautions Regarding Gifts of Data.” Retrieved from here.

- s 2 N Le e sema s e -

https://datadonation.eu/
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Challenges of Data Donation Studies
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Willingnhess to Donate Data

« Compared to request to download meters and apps, users report
relativly high willingness to donate data (30-80%)

(Hase & Haim 2024; Keusch et al. 2024; Ohme et al. 2021; Pfiffner and Friemel 2023; Silber et al. 2022; van Driel
et al. 2022)

725 respondents
willing to donate

913 eligible survey Facebook data
respondents

188 respondents not
willing to donate

Willigness to Donate: 79%

Keusch et al. (2024)
Florian Keusch, MCDS Data Science in Action Lecture Series 2024



Privacy Concerns

relativly high willingness to donate data (30-80%)

(Hase & Haim 2024; Keusch et al. 2024; Ohme et al. 2021; Pfiffner and Friemel 2023; Silber et al. 2022; van Driel

et al. 2022)

— Main reason for not being willing:
Privacy CONCErNS (keusch et al. 2024)

Table D1. Coded answers to open-ended question on reasons for not being willing to donate

Facebook data.

Compared to request to download meters and apps, users report

Code Reason n 2!
1 Need to protect privacy 34 242
1.1 Generally not willing to provide data (32)
1.2 Fear that personal data are never protected anyways (2)
2 Concern about data misuse/data breach 29 20.7
2.1 General data protection concerns ()]
22 Missing information on how data will be protected (9)
23 Worries about third party access to data (3)
3 Anticipating difficulties with data donation 19 13.6
3.1 Anticipated technical problems (1)
32 Too complicated (4)
3.3 Too cumbersome (8)
34 Other practical issues (6)
4 Perceived usefulness and potential personal consequences of data donation 13 9.3
4.1 Do not use Facebook often enough (10)
4.2 Study goal seems not useful (2)
4.3 Concern about some personal disadvantage (1)
5 No trust in researchers/university 5 3.6
] Not enough information 2 1.4
7 No reasons provided 17 12.1
7.1 No reason/DK (12)
7.2 No useful/sensical response (5)
8 Incentive too small 5 36
9 Concerns related to Facebook 9 6.4
10 Unconcrete refusal 23 16.4
10.1 Don’t want to (14)
10.2 General concern (5)
10.3  Uncertainty (4)

Notes: n=140
'Each answer could be coded in multiple categories, thus percentages can add up to more than 100.

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Drop-out During the Donation

« Large share (up to 50%) drop out during data donation process
(Hase & Haim 2024; Keusch et al. 2024; Ohme et al. 2021; Silber et al. 2022; van Driel et al. 2022)

913 eligible survey
respondents

Keusch et al. (2024)

725 respondents
willing to donate
Facebook data

188 respondents not
willing to donate

Willigness to Donate: 79%

722 individual data
packages donated

345 respondents with
684 linked donated
data packages

380 respondents
without donated data
packages, including 38
unlinked data packages

Successful Donation: 48%o

» Rather cumbersome process that requires some technical skills

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Bias

« So far, few studies have assessed nonparticipation bias

— Some evidence for higher social media use (Hase & Haim 2024; but not Keusch et al. 2024),
political interest (vase & Haim 2024), @and “healthy donor” bias (keusch & struminskaya in

preparation)

Participants’ Decision to Donate Data in Study II

Intention to Participation in

Donate Data Data Donation

Age

Gender (Female)

Education (University degree)

*

Income

Political Interest

‘.

Political Orientation (right) ——
Algorithmic Apprecation
Awar. A\I;L‘ l'ilru‘in;g
Awar. Human-Alg. Interplay
Privacy Concerns ——
Technical Skills
Self-Reported Use: Facebook
Self-Reported Use: Instagram
Self-Reported Use: Telegram
Self-Reported Use: Twitter
Self-Reported Use: YouTube

Self-Reported Use: WhatsApp

15% 0% 15% 15% 0

Hase & Haim (2024)

o —— e
-

o-=-=

tot,
)

*
_‘+A

N

Self-rated health: Excellent/Very Good l——
Self-rated health: Moderate/Bad +——e——
Self-rated health: Good —_—
Chronic illness: Yes ——
BMI: Above median -—0-:—-
Daily activities: Not at all limited 1
Social activities: Not at all limited :
Work: Not at all limited | —_———
1
1
1
1
1

Walking 100m: Without any trouble ——
Reaching above shoulder: Without any trouble ——
Crouching, kneeling, crawling: Without any trouble ——
Getting up from chair: Without any trouble ——
Lifting/carrying 5 kilos: Without any trouble : ——
Moving large objects: Without any trouble 1 ——
Walking up staircase: Without any trouble : ——
Walking several stairs: Without any trouble 1 —
Picking up small coin: Without any trouble JI—O—
Sitting for 2hs: Without any trouble 1 ——
Days with moderate physical activity: Above median -—0—:—-
Days with strenuous physical activity: Above median 1 —
Days walking: Above median : ——
Days running: Above median —re—
Days biking: Above median -:—0—-
Time sedentary: Above median | ——
Spending time outdoors yesterda: Yes : ——
-10 0 10 20

Bias (in percentage points)

Keusch & Struminskaya (in preparation)

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Volatility of DDPs

« Platforms/data controllers keep changing structure of and access to

D D PS WhatsApp DDP
Folder structure

+ | contacts
) groups

& user_information

July 2022

files
whatsapp_account_information
whatsapp_connections

whatsapp_settings

(: index

August 2022 Example provided by Thijs Carriere

» Constant monitoring (by researchers) and/or standardization (by
IegiSIatorS) (Hase et al. 2024)
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Open Methodological Questions

« How to best communicate idea of data donation to participants

— e.g., stressing data privacy advantages for participants, showing examples of
data

« How to effectively integrate data donation into survey
infrastructure
— e.dg., when to ask for donation, how to frame, how to incentivize

 How to design efficient data donation process for participants
— Reduce friction of downloading, processing, and uploading data

« How to unpacking full potential of digital behavioral data
— In combination with self-reports, e.g., measurement error models (cerat et al. 2024)



Summary & Outlook

Florian Keusch, MCDS Data Science in Action Lecture Series 2024
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Summary & Outlook

« In post-API age, data donation is viable alternative for collecting
individual-level digital behavioral data
— Provides access to data not available otherwise
— Gives users agency in deciding exactly what data to be shared

« Limitations (still) exist around willingness and privacy concerns, UX
barriers, and potential bias

» Opens avenues to address further research questions
» Methodological: e.qg., reducing nonparticipation bias, measurement properties
» Substantive: e.g., recommendation algorithms, close social relationships



Thank Youl!
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