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Example Task: Question Answering

ÅCan a post-trained LLM do these tasks out-of-the-box?

3
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Supporting LLMs with Tools

ÅHow did humanity develop over time to where we are now?

ÅAn important factor: Usage of Tools
ï{ǇŜŀǊǎΣ ǘƘŜ ǇƭƻǿΣ ŜƭŜŎǘǊƛŎƛǘȅΣ ŎƻƳǇǳǘŜǊǎΣ Χ

ČToday we have many complex tools to help us solve problems, e.g. 
ŎŀƭŎǳƭŀǘƻǊǎΣ ǎŜŀǊŎƘ ŜƴƎƛƴŜǎΣ Χ

4

Image Source

Mialon, G., et al. 2023, Augmented Language Models: a Survey. Transactions on Machine Learning Research.

https://radiomonkeys.org/2017/01/20/evolution-of-automation-a-technist-perspective/
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Example: Code Generation for 
Computational Problems

ÅLeverages external tool (python interpreter) to decouple 
computation from reasoning

ÅLLM can make calls to the interpreter to run generated code

5

Chen, W.  et al., 2023 Program of Thoughts Prompting: Disentangling Computation from 

Reasoning for Numerical Reasoning Tasks. Transactions on Machine Learning Research.
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Example: Retrieval-augmented 
Generation for Knowledge Problems

ÅKnowledge is constrained to pre-training cutoff date

ÅLLMs have limited context-windows

ÅRequires answering knowledge-intensive questions with
ïExtra corpora (e.g. databases, the Web)

ïA retriever (e.g. BM25, DensePassageRetrieval, etc.)

ÅMore about RAG next week!

6
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Teaching LLMs to use Tools

ÅAdd special tokens to invoke tool 
calls for
ïSearch engines, calculators, etc.

ïTask-specific models (translation)

ïAPIs

ÅUnnatural format requires 
task/tool-specific fine-tuning

7

Parisi, A., et al., 2022. Talm: Tool augmented language models. arXiv preprint arXiv:2205.12255.

Schick, T., et al., 2024. Toolformer: Language models can teach themselves to use tools. Advances in Neural 

Information Processing Systems, 36.
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Tool Learning: Tutorial

ÅTutorial Learning
ïHave model tuned for tool use read tool manuals (tutorials), so that 

it understands the functions of the tool and how to invoke them

ïWorks with powerful LLMs

8
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Tool Learning Prompt
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Tool Learning: Self-supervised 

ÅSelf-supervised Tool Learning
ïPre-defined tool APIs

ïEncourage models to call and execute tool APIs

ïDesign self-supervised loss to evaluate tool execution helpfulness

10

Schick, T et al., 2024. Toolformer: Language models can teach themselves to 

use tools. Advances in Neural Information Processing Systems, 36.
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Tool Learning: RL

ÅReinforcement Learning
ïAutonomous exploration and correction of errors based on 

environmental feedback through reinforcement learning

ïAction space defined by tools

ïAgent learns to select appropriate tool

ïCorrect action maximize reward signal

11
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Early Example: WebGPT

ÅSupervised Learning performed at OpenAI
ïTrying to copy human behavior to use search engines

ïSupervised fine-tuning + reinforcement learning

ïOnly 6000 annotated data instances

12

Nakano, R., et al., 2021. WebGPT: Browser-assisted question-answering with human feedback. arXiv preprint arXiv:2112.09332.
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Early Example: WebGPT

ÅExcellent performance in long-form QA, even surpassing 
human experts sometimes

13
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Example: How to Define and Use Tools

ÅTools are defined using JSON Schema with three key fields:
ïname: unique identifier (e.g., "get_current_weather")

ïdescription: what the tool does (used by LLM to decide when to call it)

ïparameters: JSON Schema object with input types and required fields

ÅExample (OpenAI function calling format):
{ "type": "function",

"function": { "name": " get_current_weather ",

"description": "Get current weather in a location",

"parameters": { "type": "object",

"properties": { "location": { "type": "string" } },

"required": ["location"] } } }

ÅAlternative: Python functions with type hints + docstrings 
(auto-converted to schema)

14
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Tool Usage: General Process

15

Image Source

https://www.linkedin.com/pulse/function-calling-openai-how-connecting-llms-internal-tools-proykova-k13qf/
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Function Calling Steps

1. Model (ex. ChatGPT) is called using a query and a set of 
functions.
ï Functions are formulated as dictionaries that have the key parameters: 

name, description and its parameters

https://openai.com/blog/function-calling-and-other-api-updates

{ 
"name": "get_current_weather", 
"description": "Get the current weather in a given location", 
"parameters": { 

"type": "object", 
"properties": { 

"location": { 
"type": "string", 
"description": "The city and state, e.g. San Francisco, CA" }, 

"unit": { 
"type": "string",
"enum": ["celsius", "fahrenheit"] } }, 

"required": ["location"] 
} 

} 
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Function Calling Steps

1. Model (ex. ChatGPT) is called using a queryand a set of 
functions

2. The Model decides if it will call one of the functions passed to it. 
ï If it decides to call one, it will return as finish reasona function call and 

will give the parameters with which to call the function.

{ 
"name": "get_current_weather", 
"description": "Get the current weather in a given location", 
"parameters": { 

"type": "object", 
"properties": { 

"location": { 
"type": "string", 
"description": "The city and state, e.g. San Francisco, CA" }, 

"unit": { 
"type": "string",
"enum": ["celsius", "fahrenheit"] } }, 

"required": ["location"] 
} 

} 

{ 
"name": "get_current_weather", 
"description": "Get the current weather in a given location", 
"parameters": { 

"type": "object", 
"properties": { 

"location": { 
"type": "string", 
"description": "The city and state, e.g. San Francisco, CA" }, 

"unit": { 
"type": "string",
"enum": ["celsius", "fahrenheit"] } }, 

"required": ["location"] 
} 

} 

What is the weather currently in Manhheim?

ChatGPT

JSON: {
Χ
"choices": [{

"index": 0,
"message": {
"role": "assistant",
"content": null,
"function_call" : {

"name": " get_current_weather",
"arguments": "{\n  \άlocation\ ": \άaŀƴƴƘŜƛƳ\ "\ƴϒά

}
},
"finish_reason": " function_call"
Χ

}

https://openai.com/blog/function-calling-and-other-api-updates
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Function Calling Steps

1. Model (ex. ChatGPT) is called using a query and a set of 
functions

2. Model decides if it will call one of the functions passed to it.

3. The function can be called by the client with the parameters 
returned from the model

https://openai.com/blog/function-calling-and-other-api-updates

JSON: {
Χ
"choices": [{

"index": 0,
"message": {
"role": "assistant",
"content": null,
"function_call" : {

"name": " get_current_weather",
"arguments": "{\n  \άlocation\ ": \άaŀƴƴƘŜƛƳ\ "\ƴϒά

}
},
"finish_reason": " function_call"
Χ

}

get_current_weather(location:string, 
ǳƴƛǘΥά/ŜƭǎƛǳǎέμέCŀƘǊŜƴƘŜƛǘέύ

Function that queries an external weather API
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Function Calling Steps

1. Model (ex. ChatGPT) is called using a query and a set of 
functions

2. Model decides if it will call one of the functions passed to it.

3. The function can be called with the parameters returned from 
the model

4. The function result together with the question are passed to the 
model again to summarize the result

https://openai.com/blog/function-calling-and-other-api-updates

{ ñtemperature ò: 25, ñunitò: ñcelsius ò}

ChatGPT
The temperature in Mannheim is 

25 degrees Celsius. 

What is the weather currently in Manhheim?
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Example: Tool usage with OpenAI

ÅAPI Request - tools parameter in chat completions:
ï messages: [{" role":"user ", " content":"What is the weather in Mannheim?"}]

ï tools: [{" type":"function ", "function":{"name":" get_current_weather ",...}}]

ÅLLM Response - tool_callsin assistant message:
ï {" role":"assistant ", " content":null ,

ï " tool_calls ":[{"function":{"name":" get_current_weather ",

ï "arguments":"{ \ "location \ ": \ "Mannheim\ "}"}}]}

ÅKey points:
ïThe LLM decides IF and WHICHtool to call based on the query and 

tool descriptions

ï "tool_calls" signals the client to execute the function

ïAfter execution, result is sent back as a "tool" role message for the 
final response

20

https://openai.com/blog/function-calling-and-other-api-updates
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Evaluating Tool Usage

ÅBerkeley Function-Calling Leaderboard(BFCL):
ïStandard benchmark for evaluating LLM function calling

ïTests: simple calls, multiple calls, parallel calls, relevance detection

ÅKey evaluation metrics:
ï Invocation Accuracy: Does the model correctly decide to call a 

function?

ïTool Selection Accuracy: Does it pick the right function from a set?

ïParameter Name/Value F1: Are the arguments correct and 
complete?

ïAST Correctness: Is the generated function call syntactically valid?

ÅOther benchmarks: API-Bank, ToolBench, Nexus Raven, 
Seal-Tools, Mannheim Function Calling Benchmark

21

https://gorilla.cs.berkeley.edu/leaderboard.html
https://gorilla.cs.berkeley.edu/leaderboard.html
https://gorilla.cs.berkeley.edu/leaderboard.html
https://gorilla.cs.berkeley.edu/leaderboard.html
https://data.dws.informatik.uni-mannheim.de/Web-based-Systems-Group/StudentProjects/2024/Benchmarking%20Function-Calling%20Enabled%20LLMs/
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Model Context Protocol (MCP)

ÅProblem: N LLMs × M tools = N×M custom integrations

ÅMCP:A standard protocol connecting any LLM to any tool
ïWrite tool integration once, use with any MCP-compatible LLM host

22

Anthropic, 2024. Introducing the Model Context Protocol. https://modelcontextprotocol.io
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Example: Model Context Protocol

ÅBenefits:
ïStandardized: build once, use with any MCP-compatible host

ïGrowing ecosystem: 1000+ community-built MCP servers

ïSecurity: server-side authorization, controlled tool access

23

Anthropic, 2024. Introducing the Model Context Protocol. https://modelcontextprotocol.io
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Model Context Protocol

24

Source: Anthropic

https://anthropic.skilljar.com/introduction-to-model-context-protocol
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Example: Model Context Protocol

25

Source: Anthropic

https://anthropic.skilljar.com/introduction-to-model-context-protocol
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Public MCP Servers

ÅOfficial MCP Registry: 
https://registry.modelcontextprotocol.io/

ÅCategories of public MCP servers and examples:
ïFile Systems: local files, Google Drive, Dropbox

ïDatabases: PostgreSQL, SQLite, MongoDB

ïWeb & Search: Brave Search, Google Search, web scraping

ïDeveloper Tools: GitHub, Git, Docker, Kubernetes

ïProductivity: Slack, Google Calendar, Notion, Linear

ïData & Knowledge: persistent memory, knowledge graphs

ïAI & ML: Hugging Face models, image generation, embeddings

ÅAnyone can build and publish an MCP server
ïSDKs available in Python, TypeScript, Java, Kotlin, C#

26

https://registry.modelcontextprotocol.io/
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Excursion: Current Reasoning LLMs

ÅReasoning: teaching models to explain step-by-step 
reasoning before answering
ïChain of Thought at massive scale, enabled during post-training

ÅTool use is a key capability to enable reasoning:
ïLLMs alone have limited reasoning, static knowledge, and cannot 

perform actions

ïReasoning models can (learn to) decide whenand how to use tools 
to overcome these limitations

27
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Reasoning LLMs

ÅExample: DeepSeek R1 Training Recipe(5-step pipeline):
1. Pretrain base model 

2. Small-scale SFT with curated reasoning data (cold start)

3. RL with reasoning-focused data (RL stage 1)

4. Large-scale SFT mixing ~600k reasoning + ~200k general data

5. Final RL with mixed rewards: accuracy + helpfulness + 
harmlessness (RL stage 2)

ÅTest-time (inference) compute scaling (thinking tokens):
ïDynamic budget:allocate more compute to harder problems

ïContext awareness: model adapts reasoning depth to problem 
complexity

ïBudget forcing: control maximum reasoning tokens (cost vs. quality 
trade-off)

28
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Reasoning LLMs: A New RL Paradigm

ÅReinforcement Learning with Verifiable Rewards (RLVR)
ïCore idea: Train reasoning without human-annotated reasoning 

chains

ïUse domains where correctness can be automatically verified

ïUsually placed between Instruction Tuning and RLHF

ïGained momentum with DeepSeek R1 release (RL stage 1)

ÅTwo reward signals:
1. Format rewardΥ ǾŜǊƛŦȅ ǘƘŜ ƳƻŘŜƭ ǳǎŜǎ ғǘƘƛƴƪҔΧғκǘƘƛƴƪҔ ǘŜƳǇƭŀǘŜ 
for reasoning

2. Accuracy reward: verify final answer via e.g. code executionor math 
ground truth (automatically verifiable)

ÅAdvantages: scales without expensive human annotation of 
reasoning chains, automatically trains tool use

29
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Outline

1. Tool Usage for LLMs
ï Why do LLMs need Tools?

ï Teaching Tool Use

ï Tool Calling Workflow

ï Model Context Protocol

2. LLMs as Agents
ï What is an Agent?

ï The ReActParadigm

3. Agentic Harnesses for LLM Agents

4. Evaluating LLM Agents
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What is an Agent?

Å LLM-powered Agents are artificial entities that enhance LLMs with 
essential capabilities enabling them to sense their environment, make 
decisions, and take actions.

31
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What is an Agent?

Å!ƴ άƛƴǘŜƭƭƛƎŜƴǘέ ǎȅǎǘŜƳ ǘƘŀǘ ƛƴǘŜǊŀŎǘǎ ǿƛǘƘ ǎƻƳŜ 
άŜƴǾƛǊƻƴƳŜƴǘέ
ïtƘȅǎƛŎŀƭ ŜƴǾƛǊƻƴƳŜƴǘǎΥ ǊƻōƻǘΣ ŀǳǘƻƴƻƳƻǳǎ ŎŀǊΣ Χ

ïDigital environments: DQN for Atari, Siri, AlphaGo

ïHumans as environment: Chatbots

32
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ÅLLM Workflow: Fixedcode execution flow

ÅLLM Agent(s): Autonomousdecision making

LLM Agents vs. LLM Workflows

33

Source

https://huggingface.co/blog/VirtualOasis/agents-vs-workflows-en
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LLM Agents
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A brief history of LLM agents

35

Wang, L., et al., 2024. A survey on large language model based autonomous agents. Frontiers of Computer Science, 18(6), p.186345.
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Reasoning OR Acting

36
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The ReActParadigm

37

Yao, S., et al., 2023. ReAct: Synergizing Reasoning and Acting in Language Models. In The Eleventh 

International Conference on Learning Representations.
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ReActis Simple and Intuitive to Use

38
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Zero-shot ReActPrompt

39
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Zero-shot ReActPrompt

40
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Zero-shot ReActPrompt

ÅSynergy
ïActing supports reasoning

ïReasoning guides acting

41
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Converting Tasks to Text

Å Many tasks can be turned into natural language for LLM agents

Å ά[[a ƎǊƻǳƴŘƛƴƎέΥ {ǳǇǇƭŜƳŜƴǘƛƴƎ ǘƘŜ [[a ǿƛǘƘ ǳǎŜ-case specific 
information, e.ga data store that is part of a RAG system

42

Brohan, A., et al., 2023, March. Do as i can, not as i say: Grounding language in robotic 

affordances. In Conference on robot learning (pp. 287-318). PMLR.

Huang, W., et al., 2023, March. Inner Monologue: Embodied Reasoning through Planning with 

Language Models. In Conference on Robot Learning (pp. 1769-1782). PMLR.
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Acting without Reasoning

ÅCannot explore systematically or incorporate feedback

43
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ReActEnables Systematic Exploration

44
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ReActis general and effective

45

Yao, S., et al., 2023, ReAct: Synergizing Reasoning and Acting in Language Models. In The Eleventh 

International Conference on Learning Representations.
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Example: Human/Agent/Environment 
Interaction

Å High-Level Workflow of Coding Agent 
https://www.anthropic.com/engineering/building-effective-agents

46
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SYSTEM: You are an agent trying to solve a web task based on the content of the page and user instructions. You 

can interact with the page and send messages to the user. Each time you submit an action it will be sent to the browser

and you will receive a new page. 

USER:

## Goal: Find the cheapest offer for an Iphone 13.

# Observation of current step: 

## Currently open tabs:

Tab 0 (active tab):

Title: WebMall

URL: http://localhost:8085/

## AXTree: é

# Action space :

15 different types of actions are available.

noop(wait_ms: float = 1000)

scroll(delta_x: float, delta_y: float)

keyboard_press(key: str)

click(bid: str, button: Literal['left', 'middle', 'right'] = 'leftô

fill(bid: str, value: str)

hover(bid: str)

tab_focus(index: int)

new_tab() é

# Concrete Example

Here is a concrete example of how to format your answer. 

<think>

From previous action I tried to set the value of year to 

"2022", using select_option, but it doesn't appear to be in 

the form. It may be a dynamic dropdown, I will try using 

click with the bid "a324" and look at the response from the 

page. 
</think>

<action> click('a324ô) </action>

Agent:
<think>

To find the cheapest offer for an Iphone 13, I need to 

explore different webshops. I will start by visiting Shop 1.
</think>

<action>

click('9ô)

</action>

Example: Prompt of Web Browsing 
Agents (abbreviated)
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Example: Trajectory of a Web Agent 

ÅWeb agent trajectories are extremely long and hard to 
debug:
ïEach step usually includes:full page observation (AXTree), 

reasoning(<think>), and actionas well as action history

ïA single shopping task can produce 50+ steps

ÅExample trajectory (abbreviated):
ï Step 1: [OBS: AXTreeϤрлл ƭƛƴŜǎϐώIƛǎǘƻǊȅϐ ғǘƘƛƴƪҔL ƴŜŜŘ ǘƻ ǎŜŀǊŎƘΧғκǘƘƛƴƪҔ Ҧ ŎƭƛŎƪόϦǎŜŀǊŎƘϦύ

ï {ǘŜǇ нΥ ώh.{Υ ǎŜŀǊŎƘ ǊŜǎǳƭǘǎ Ϥолл ƭƛƴŜǎϐώIƛǎǘƻǊȅϐ ғǘƘƛƴƪҔCƻǳƴŘ ƛǘŜƳǎΧғκǘƘƛƴƪҔ Ҧ ŎƭƛŎƪόϦƛǘŜƳψоϦύ

ï {ǘŜǇ оΥ ώh.{Υ ǇǊƻŘǳŎǘ ǇŀƎŜ Ϥплл ƭƛƴŜǎϐώIƛǎǘƻǊȅϐ ғǘƘƛƴƪҔ/ƘŜŎƪƛƴƎ ǇǊƛŎŜΧғκǘƘƛƴƪҔ Ҧ ŦƛƭƭόϦǉǘȅϦΣϦмϦύ

ï Χ όŘƻȊŜƴǎ ƳƻǊŜ ǎǘŜǇǎ ǿƛǘƘ Ŧǳƭƭ ǇŀƎŜ ƻōǎŜǊǾŀǘƛƻƴǎ ŜŀŎƘ ŀƴŘ ƎǊƻǿƛƴƎ ƘƛǎǘƻǊȅύ Χ

ï {ǘŜǇ bΥ ώh.{Υ ŎƻƴŦƛǊƳŀǘƛƻƴϐ ғǘƘƛƴƪҔ5ƻƴŜғκǘƘƛƴƪҔ Ҧ send_msg_to_user("Task complete")

ÅChallenges: massive token cost, error propagation across 
steps, hard to pinpoint failures

48
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Trajectory tracking with LangSmith

ÅLangSmithby LangChain: observability platform for LLM 
applications
ïTracing: visualize each step of agent execution (input, output, 

latency, tokens)

ïDebugging: inspect individual reasoning steps and tool calls

ïEvaluation: run test suites, compare model versions, track 
regressions

ÅHow it helps with agent trajectories:
ïCollapsible tree of multi-step agent runs

ïToken usage and latency metrics per step

ïFilter and search within long trajectories

49
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Outline

1. Tool Usage for LLMs
ï Why do LLMs need Tools?

ï Teaching Tool Use

ï Tool Calling Workflow

ï Model Context Protocol

2. LLMs as Agents
ï What is an Agent?

ï The ReActParadigm

3. Agentic Harnesses for LLM Agents

4. Evaluating LLM Agents
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Agentic Harnesses for LLM Agents

ÅWhat is an Agentic Harness?
ïThe software infrastructure that wraps an LLM to enable agentic 

behavior

ÅComponents of an agentic harness:
ïTool integration: connecting the LLM to external APIs, databases, 

code execution

ïMemory systems: short-term (context window) and long-term 
(vector stores, databases)

ïControl loops: ReAct, retry logic, error handling

ïOrchestration: managing multi-step workflows and multi-agent 
collaboration

ÅThe LLM is the άōǊŀƛƴέ, the harness provides the άōƻŘȅέ
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Agentic Harnesses for LLM Agents

ÅThe agentic harness allows the LLM to perceive its 
environmentthrough observations
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Observation and Action

ÅThe harness manages the observation-action loop and 
routes databetween components
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¢ƘŜ ά.Ǌŀƛƴέ

Å¢ƘŜ [[a ǎŜǊǾŜǎ ŀǎ ǘƘŜ άōǊŀƛƴέ ǿƛǘƘƛƴ ǘƘŜ ŀƎŜƴǘƛŎ ƘŀǊƴŜǎǎ
ïThe harness delegates reasoning and decision-making to the LLM

ïThe harness provides context (observations, memory, tools)
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¢ƘŜ ά.Ǌŀƛƴέ

ÅMemoryΥ ǎǘƻǊŜǎ ǎŜǉǳŜƴŎŜǎ ƻŦ ŀƎŜƴǘΩǎ Ǉŀǎǘ ƻōǎŜǊǾŀǘƛƻƴǎΣ 
thoughts and actions
ï Long-term and short-term memory

ï Long-term memory is often abstract

ï Used to retrieve relevant past memory

ï Is a component of the harness

Å Decision Making Process:
ï Planning: Subgoal and decomposition ςBreak down large tasks into 

smaller, manageable subgoals, enabling efficient handling of complex tasks

ï Reasoning: Self-criticism and self-reflection over past actions, learn from 
mistakes and refine for future steps

ï Is orchestrated by the harness
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Collaboration

ÅMulti-agent harnesses: diverse agents interact to solve problems

ÅHuman-in-the-loop harnesses: cooperative systems with human 
oversight
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How can Agents communicate?
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Standard: A2A Protocol (Agent2Agent)

Å!ƎŜƴǘǎ ŀŘǾŜǊǘƛǎŜ ǘƘŜƛǊ ŎŀǇŀōƛƭƛǘƛŜǎ ǳǎƛƴƎ ŀƴ ά!ƎŜƴǘ /ŀǊŘέ ƛƴ 
JSON format

Åallows the client agent to identify the best agent that can 
perform a task and leverage A2A to communicate

58

https://developers.googleblog.com/en/a2a-a-new-era-of-agent-interoperability/
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Standard: A2A Protocol

59Source

https://learnopencv.com/googles-a2a-protocol-heres-what-you-need-to-know/
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Multi -Agent Orchestration

Å¦ǎǳŀƭƭȅ ŀ άaŀƴŀƎŜǊέ ƻǊ 
ά/ƻƳƳŀƴŘŜǊέ ŦƻǊ 
orchestrating many agents

ÅContext may be shared or 
isolated

ÅCooperative vs. competitive 
environments

ÅCentralized vs. decentralized 
communication

ÅHuman intervention vs. full 
automation
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Example: Multi-Agent Coding

ÅCommander receives user questions and executes code

ÅWriter writes code

ÅSafeguard ensures no information leakage or malicious code

61

Wu, Q., et al., 2024. AutoGen: Enabling Next-Gen LLM Applications via Multi-Agent 

Conversation. In ICLR 2024 Workshop on Large Language Model (LLM) Agents.
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Example: Magentic-One

ÅMulti-Agent systemconsisting of an orchestrator and 
various task specialists that have access to tools.

ÅOrchestrator keeps a task and progress ledger to track 
progress and adapt if things do not work as planned

62

https://www.microsoft.com/en-us/research/articles/magentic-one-a-generalist-
multi-agent-system-for-solving-complex-tasks/
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Agentic Harness Architecture

ÅThe harness integrates all components into a unified 
architecture:
ïLLM Core: reasoning, planning, language understanding

ïTool Layer: API connectors, code execution, web browsing

ïMemory Layer: short-term context + long-term retrieval

ïControl Loop: ReActcycle, error handling, termination conditions
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Summary: LLM Agents

ÅCurrent hot topic in research and application

ÅCombination of tool use and reasoning allows enhancement 
of LLM abilities while mitigating problematic behavior like 
hallucinations

ČReasoning Agents

ÅOrchestrating agents with different capabilities 
(specializations) allows to solve complex problems

For more application examples, see the following surveys:

64

Guo, T., et al., 2024. Large language model based multi-agents: A survey of progress and 

challenges. arXiv preprint arXiv:2402.01680.

Liu, J., et al., 2024. Large Language Model-Based Agents for Software Engineering: A Survey. arXiv

preprint arXiv:2409.02977.
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Outline

1. Tool Usage for LLMs
ï Why do LLMs need Tools?

ï Teaching Tool Use

ï Tool Calling Workflow

ï Model Context Protocol

2. LLMs as Agents
ï What is an Agent?

ï The ReActParadigm

3. Agentic Harnesses for LLM Agents

4. Evaluating LLM Agents
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Evaluating (Multi-)Agent Systems

ÅLLM-powered agents enable a rich set of capabilitiesbut 
also amplify potential risks
ïHow to evaluate agent performance and awareness of safety risks?

ÅPotential Risks: leaking private data or causing financial loss

ÅIdentifying these risks is labor-intensive as testing becomes difficult 
with increased agent complexity

ÅBenchmarks for Agents need to cover a broad space 
including
ïTools

ïExternal resources

ïCorrect behavioral traces or labels
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Example: Risks

67

Image Source

https://www.reddit.com/r/GenAI4all/comments/1re5w9g/meta_ai_safety_director_accidentally_allowed/
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Example: AgentBench

ÅSimulate interactive environments for LLMs to operate as 
autonomous agents

Å8 distinct environments of 3 types (Coding, Games, Web)

ÅEvaluation of agent core abilities like logical reasoning

68

Liu, X.,et al.., 2024. AgentBench: Evaluating LLMs as Agents. In The Twelfth International Conference on Learning Representations.
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Example: ToolEMU

ÅGoal: Identify risky behavior of agents

ÅEmulates tool execution and enables scalable testing of 
agents

69

Ruan, Y., et al., 2024. Identifying the Risks of LM Agents with an LM-Emulated Sandbox. In The 

Twelfth International Conference on Learning Representations.
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Example: WebShop

Å Large-scale complex environment based on 1.16M Amazon products

Å Challenges language and visual understanding and decision-making

70

Yao, S., et al., 2022. Webshop: Towards scalable real-world web interaction with grounded language 

agents. Advances in Neural Information Processing Systems, 35, pp.20744-20757.
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ī Benchmark for evaluating the ability of agents 
to find and compare offers from multiple shops

ī Simulates an online shopping environment 
consisting of four heterogeneous online shops

īDefines basic and advanced tasks 

Å Basic tasks:comparing offers with concrete
requirements, adding offers to the shopping cart

Å Advanced tasks: searches with vague requirements, 
searches for compatible and substitute products

ī The shops offers different interfaces   

Å HTML pages, MCP APIs, NLWebinterface

https://wbsg -uni-mannheim.github.io/WebMall/

https://webmall -1.informatik.uni-mannheim.de/ (Can be accessed with VPN turned on) 

Example: WebMall
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Example: WebArena

ÅSimulate web environment with high similarity to real-world 
popular websites

ÅEmbeds tools and knowledge resources as independent 
websites

ÅBenchmark for concrete web-based actions

72

Zhou, S., et al., 2024. WebArena: A Realistic Web Environment for Building Autonomous 

Agents. In The Twelfth International Conference on Learning Representations.



University of Mannheim | IE685 LLMs and Agents | LLM Agents and Tool Use| Version 09.03.2026

Data and Web Science Group

aƻǊŜ .ŜƴŎƘƳŀǊƪǎΧ

73

Mahmoud Mohammadi, YipengLi, Jane Lo, and Wendy Yip. 2025. Evaluation and Benchmarking of LLM Agents: A Survey. In Proceedings 
of the 31st ACM SIGKDD Conference on Knowledge Discovery and Data Mining V.2 (KDD '25).
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Example: Outcome-based LLM Agent 
Evaluation

ÅWebArenaBenchmark:
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Example: Checkpoint-based LLM Agent 
Evaluation

ÅOutcome-based (previous slide): only checks if final goal is 
achieved

ÅCheckpoint-based: verifies intermediate states during task 
execution and penalizes execution mistakes

ÅWorkArenabenchmark:
ïWeb agent evaluation benchmark with real enterprise applications

ïDefines expected intermediate states (checkpoints) for each task

ïEvaluates whether the agent passes through required checkpoints

ÅKey metrics:
ïProgress Rate: fraction of expected checkpoints reached

ïStep Success Rate: fraction of plan steps that execute successfully

ÅAdvantage: diagnoses WHEREagents fail, not just IFthey fail
75

https://github.com/ServiceNow/WorkArena
https://github.com/ServiceNow/WorkArena
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How to evaluate an agent for your 
own use case?

Å Step 1: Define success criteria

ï²Ƙŀǘ ŘƻŜǎ άƎƻƻŘ ŜƴƻǳƎƘέ ƭƻƻƪ ƭƛƪŜΚ ²Ƙŀǘ ƳŜǘǊƛŎǎ ŀǊŜ ōŜǎǘ ǘƻ 
evaluate that? (accuracy, latency, cost, safety)

ïGuide: platform.claude.com/docs/en/test-and-evaluate/define-success

Å Step 2: Choose evaluation method

ïCode-based: automated checks based on outcome/checkpoints

ïLLM-as-Judge: use another LLM to evaluate outputs

ïHuman evaluation: expert review for (subjective) quality

Å Step 3: Use evaluation tooling

ïE.g.LangSmith: tracing + evaluation + dataset management

Å Step 4: Iterate

ïContinuously evaluate and improve based on results

ïPractical guide: hamel.dev/blog/posts/evals/
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See you next week!

ÅNextweek: Retrieval-Augmented Generation (RAG)
ïArchitecture

ïWorkflows

ïEvaluation

77Source


